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	Reason for change:
	The test case on TEID uniquess shall be deleted from the present document, to align with the recent modification made to 23.501. 

The test  case in clause 4.2.2.1.2 of the present document tests the funcitainality of SMF to generate a unique TEIDs for each session. The test was generated based on the requirement from clause 5.8.2.3.1, 23.501, v16.3.0 that

“Allocation and release of CN Tunnel Info is performed when a new PDU Session is established or released. This functionality is supported either by SMF or UPF, based on operator's configuration on the SMF.”

However, clause 5.8.2.3.1, 23.501, v16.4.0 has the following modification to allow only UPF allocate the CN Tunnel Info:

“The CN Tunnel Info allocation and release is performed by the UPF. The SMF shall indicate to the UPF when the UPF is required to allocate/release CN Tunnel Info.
Therefore, the test case of SMF generating TEID shall be removed from the present document.

	
	

	Summary of change:
	Remove the test case on TEID uniqueness

	
	

	Consequences if not approved:
	Existance of the test case that no longer has the requirement
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***************************** First Change ********************************

[bookmark: _Toc26879928][bookmark: _Toc22546702][bookmark: _Toc22545431]4.2 	SMF-specific security functional adaptations of requirements and related test cases
[bookmark: _Toc26879929][bookmark: _Toc22546703][bookmark: _Toc22545432]4.2.1	Introduction
Present clause contains SMF-specific security functional adaptations of requirements and related test cases.
[bookmark: _Toc26879930][bookmark: _Toc22546704][bookmark: _Toc22545433]4.2.2	Security functional requirements on the SMF deriving from 3GPP specifications and related test cases
[bookmark: _Toc26879931][bookmark: _Toc22546705][bookmark: _Toc22545434]4.2.2.1	Security functional requirements on the SMF deriving from 3GPP specifications 
[bookmark: _Toc26879932][bookmark: _Toc22546706][bookmark: _Toc22545435]4.2.2.1.1	Priority of UP security policy
Requirement Name: Priority of UP security policy
Requirement Reference: TS 23.501 [1], clause 5.10.3 
Requirement Description: "User Plane Security Policy from UDM takes precedence over locally configured User Plane Security Policy." as specified in TS 23.501 [1], clause 5.10.3
Threat References: TR 33.926 [4], clause J.2.2.1 Non-compliant UP security policy handling 
Test Case: 
Test Name: TC_UP_POLICY_PRECEDENCE_SMF
Purpose:
Verify that the user plane security policy from the UDM takes precedence at the SMF under test over locally configured user plane security policy.
Pre-Conditions:
Test environment with AMF and UDM may be simulated.
Both UDM and SMF under test are configured with UP security policy, and the UP security policies are different.
There is no Session Management Subscription data in SMF.
Execution Steps
1)	The tester triggers PDU session establishment procedure by sending Nsmf_PDUSession_CreateSMContext Request message to the SMF.
2)	The SMF under test retrieves the Session Management Subscription data using Nudm_SDM_Get service from UDM, where the Session Management Subscription data includes the user plane security policy stored in UDM. 
3)	The tester captures the Namf_Communication_N1N2MessageTransfer message sent from the SMF under test to the AMF. 
Expected Results:
There is a Security Indication IE in the N2 SM information contained in the Namf_Communication_N1N2MessageTransfer message, which is the same with the UP security policy configured in the UDM.
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results.
[bookmark: _Toc26879933][bookmark: _Toc22546707][bookmark: _Toc22545436]4.2.2.1.2	TEID uniqueness
Requirement Name: TEID uniqueness.
Requirement Reference: TS 23.501[1], clause 5.8.2.3.1, TS 29.281 [5], clause 5.1, TS 23.060 [3], clause 14.6
Requirement Description:
"Allocation and release of CN Tunnel Info is performed when a new PDU Session is established or released. This functionality is supported either by SMF or UPF, based on operator's configuration on the SMF" as specified in TS 23.501[1], clause 5.8.2.3.1.
"Tunnel Endpoint Identifier (TEID): This field unambiguously identifies a tunnel endpoint in the receiving GTP-U protocol entity. The receiving end side of a GTP tunnel locally assigns the TEID value the transmitting side has to use" as specified in TS 29.281[5], clause 5.1.
"The TEID is a unique identifier within one IP address of a logical node." as specified in TS 23.060 [3], clause 14.6.
Threat References: TR 33.926 [4], clause J.2.2.2, Failure to assign unique TEID for a session.
TEST CASE: 
Test Name: TC_TEID_ID_UNIQUENESS_SMF
Purpose:
Verify that the TEID generated by SMF under test for each new GTP tunnel is unique per PDU session. 
Pre-Conditions:
Test environment is set up with a UPF, which may be real or simulated. The tester is able to trace traffic between the SMF under test and the UPF. The SMF under test is configured to generate the TEIDs.  
Execution Step
1)	The tester intercepts the traffic between the UPF and the SMF under test.
2)	The tester triggers the maximum number of concurrent N4 session establishment requests that the SMF under test can handle. 
3)	The tester captures the N4 session establishment requests sent from the SMF under test to the UPF and verifies that the F-TEID created in each generated request is unique.
Expected Results:
The F-TEID set in each different N4 session establishment request is unique.
Expected format of evidence:
Files containing the triggered GTP messages (e.g. pcap trace).
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